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ChipsetINF_10394718012_1.zip

Vulnerability analysis verdict: PASS / Information leakage: PASS

7 Components 0 Licenses

Components 7 Vulnerabilities 0 Licenses 0
B Vunerable High 0 B copyleft 0
. No known vulnerabilities 7 Medium 0 . Permissive 0
Low 0 . Weak Copyleft 0
Missing 0 . Proprietary 0
Identified 3rd party components
Driver Install Frameworks API (DIFXAPI) 2.1 Intel® Chipset Device Software 10.1.19949.8616
Intel.Deployment.ChipsetWiX.CustomAction 3.1.7.202 Windows Installer XML Toolset 3.14.1.8722
Intel.Tools 3.1.7.202 WixToolset.Dtf. Windowslnstaller 3.14.1.8722

Intel. Tools.DeviceManager 3.1.7.202

Missing exploit mitigation techniques

Driver Install Frameworks API (DIFXAPI) 2.1
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdIl/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute

no-enforced-code-integrity
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute

no-control-flow-enforcement

no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/DIFXAPL.dII
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authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdII/DIFxAPIL.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdII/DIFXAPI.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdII/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdII/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdII/DIFxAPI.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar

/.ChipsetWiXCAdII/DIFXAPIL.dII _ _ o
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authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdII/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdII/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdII/DIFXAPIL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdII/DIFXAPLdII

authenticode-no-codesigning-attribute
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdII/DIFXAPL.dII

authenticode-no-codesigning-attribute
no-enforced-code-integrity

Intel.Deployment.ChipsetWiX.CustomAction 3.1.7.202
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check

no-control-flow-guard

no-enforced-code-integrity
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ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWixXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard

_no—enf_orced-code—integrity _ _ _ o
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ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-guard
no-enforced-code-integrity

Intel.Tools 3.1.7.202
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWiXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
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no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdll/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdlIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdll/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
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no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdll/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdll/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdlIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdll/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
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ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

Intel.Tools.DeviceManager 3.1.7.202
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWiXCAdIll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/DeviceManager.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
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ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar

A/.Chips_etWiXCAdII/DeviceMana er.dll ) o
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

Intel® Chipset Device Software 10.1.19949.8616
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe

no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe
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no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

Windows Installer XML Toolset 3.14.1.8722

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.

ChipsetWixXCAdll/Microsoft.Deployment.Compression.Cab.dll
no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.

ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|
no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.

ChipsetWixXCAdll/Microsoft.Deployment.Compression.Cab.dll
no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.

ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|
no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslir

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0

/Binary.ChipsetWiXCAdIl/Microsoft. Deployment.Compression.Cab.dll

This result is a product of an automatic analysis and may contain errors or omissions.

Page 11/17



Report generated 2024-08-14T721:06:57Z
https://bdba001.icloud.intel.com/products/5276625

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/Microsoft. Deployment.Compression.dl|
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWixXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdIl/Microsoft. Deployment.Compression.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdll/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.Compression.dl|
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/Microsoft.Deployment.Compression.Cab.dll
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdIlI/Microsoft.Deployment.Compression.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdll/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdll/Microsoft.Deployment.Compression.Cab.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_10394718012_1.zip/Chipset-10.1.19949.8616.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdIl/Microsoft.Deployment.Compression.dll
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

Detalls

Original filename ChipsetINF_10394718012_1.zip
SHA1 checksum 4fc7dfd1a359a9e264cc68edb71ee886ccc42¢c99
Original file size 39.49 MB

Infoleak

Asymmetric keys:

AWS keys:

Custom pattern matches:
Emails:

HTTP authentication:

O O O o o o

Image metadata:

N

IP addresses: 1
JSON web tokens:
MAC addresses:
OAuth tokens:
Passwords:

Shell history:
URLs:

Twilio keys:

Google cloud keys:

O O O O o o o o o

Facebook access tokens:
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