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cst-2.1.10301.0011.zip

Vulnerability analysis verdict: VULNS / Information leakage:

8 Components

Components 8

Vulnerable 1

No known vulnerabilities 7

2 Vulnerabilities

Vulnerabilities 2

Critical 1

High 0

Medium 1

Low 0

None 0

CVSS v3 score missing 0

3 Licenses

Licenses 3

Copyleft 0

Permissive 2

Weak Copyleft 0

Proprietary 1

Identified 3rd party components

.NET 6.0.2623.60508@Commit Newtonsoft.Json.dll ?

Intel® Context Sensing Technology 0.8.16 coreclr ?

Intel® Context Sensing Technology 2.1.10301.0011 visual_studio_runtime 14.29.30153

Intel® Innovation Platform Framework 2.1.10100.29 zlib 1.2.13

Missing exploit mitigation techniques
.NET 6.0.2623.60508@Commit
cst-2.1.10301.0011.zip/service/intel_cst_service_standalone.exe/MINIDUMP_EMBEDDED_AUXILIARY_PROVIDER/0.2

authenticode-no-codesigning-attribute

no-enforced-code-integrity

Intel® Context Sensing Technology 0.8.16
cst-2.1.10301.0011.zip/contextsensingsampleapplication/Intel.Cst.CstSampleAppSource_2.1.10301.0011.zip/ContextSensin
gReferenceDLL/0.8.16/Intel.Cst.Ipc.dll

no-authenticode-signature

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/contextsensingsampleapplication/Intel.Cst.CstSampleAppSource_2.1.10301.0011.zip/ContextSensin
gReferenceDLL/Intel.Cst.Ipc/0.8.16/Intel.Cst.Ipc.0.8.16.nupkg/lib/netstandard2.0/Intel.Cst.Ipc.dll

no-buffer-security-check
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no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/contextsensingsampleapplication/Intel.Cst.CstSampleAppSource_2.1.10301.0011.zip/ContextSensin
gReferenceDLL/Intel.Cst.Ipc/0.8.16/Intel.Cst.Ipc.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/sampleapp/Intel.Cst.SampleAppSource_2.1.10301.0011.zip/ContextSensingReferenceDLL/Intel.Cst.I
pc/0.8.16/Intel.Cst.Ipc.0.8.16.nupkg/lib/netstandard2.0/Intel.Cst.Ipc.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/sampleapp/Intel.Cst.SampleAppSource_2.1.10301.0011.zip/ContextSensingReferenceDLL/Intel.Cst.I
pc/0.8.16/Intel.Cst.Ipc.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/sampleapp/Intel.Cst.Ipc/0.8.16/Intel.Cst.Ipc.0.8.16.nupkg/lib/netstandard2.0/Intel.Cst.Ipc.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

cst-2.1.10301.0011.zip/sampleapp/Intel.Cst.Ipc/0.8.16/Intel.Cst.Ipc.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

Intel® Context Sensing Technology 2.1.10301.0011
cst-2.1.10301.0011.zip/service/intel_cst_service_standalone.exe

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/intel_cst_service.exe

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/intel_cst_service.exe

no-enforced-code-integrity

Intel® Innovation Platform Framework 2.1.10100.29
cst-2.1.10301.0011.zip/service/ClientApi.dll

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/ClientApi.dll

no-enforced-code-integrity

Newtonsoft.Json.dll ?
cst-2.1.10301.0011.zip/service/non-standalone/intel_cst_service.exe

no-enforced-code-integrity

coreclr ?
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cst-2.1.10301.0011.zip/service/intel_cst_service_standalone.exe

no-enforced-code-integrity

visual_studio_runtime 14.29.30153
cst-2.1.10301.0011.zip/service/msvcp140.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/vcruntime140.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/vcruntime140_1.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/msvcp140.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/vcruntime140.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

cst-2.1.10301.0011.zip/service/non-standalone/vcruntime140_1.dll

authenticode-no-codesigning-attribute

no-enforced-code-integrity

zlib 1.2.13
cst-2.1.10301.0011.zip/service/intel_cst_service_standalone.exe

no-enforced-code-integrity

Details

Original filename cst-2.1.10301.0011.zip

SHA1 checksum 8cfb28a29b2a174f3bacd2b0d42777fe2cdcbe74

Original file size 27.73 MB
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